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Abstract

Many user authentication schemes are developed to resolve security issues of traditional textual password scheme. However,
only Android unlock scheme gets wide acceptance among users in the domain of smartphones. Although Android unlock
scheme has many security issues, it is widely used due to usability advantages. Different models and frameworks are developed
for evaluating the performance of user authentication schemes. However, most of the existing frameworks provide ambiguous
process of evaluation, and their results do not reflect how much an authentication scheme is strong or weak with respect to
traditional textual password scheme. In this research paper, an evaluation model called textual passwords-based quantification
model (TQ-Model) is proposed for knowledge-based authentication schemes. In the TQ-Model, evaluation is done on the
basis of different features, which are related to security, usability and memorability. An evaluator needs to assign a score
to each of the feature based on some criteria defined in the model. From the evaluation result, the performance difference
between a knowledge-based authentication scheme and textual password scheme can be measured. Furthermore, evaluation
results of Android unlock scheme, picture gesture authentication scheme and Passface scheme are presented in the paper
using the TQ-Model.
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1 Introduction Authentication security improves when the separate pass-
word is used for each user account but multiple textual
passwords are difficult to memorize; therefore, users gen-
erally set similar passwords on different accounts [4,5].
Another issue with textual passwords is that the strong pass-
words, i.e., which contain a combination of alphanumeric
characters and have larger length, are difficult to remember.
The strong passwords are better for security against off-line

guessability attacks [6]. Making a strong password easy to

Textual password scheme is commonly used for user authen-
tication because it is very easy to use. However, this scheme
is weak against guessability and capture-based attacks. High
percentage of textual passwords can be guessed by applying
different types of dictionary attacks [1,2]. Textual passwords
can also be captured through camera recording, network
interception or spyware attacks because the passwords are

directly entered in a login screen. The chances of capture-
based attacks can be reduced through inserting a password
indirectly in the login screen [3], i.e., on every login session
a new password input is given.
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memorize is a challenge in textual and graphical password
schemes.

Graphical passwords are considered to be better than tex-
tual passwords with respect to memorability [7] because
pictures contain visual cues for password memorization.
However, wrong selection of pictures in a graphical pass-
word scheme negatively affects the password memorability.
For example, culturally familiar pictures are easy to memo-
rize but unfamiliar pictures [8] are difficult to memorize.

One way of improving the security of authentication pro-
cess is to add more than one factors for authentication [9]. A
user may be logged-in after providing password and a code
received in a device such as cell phone. Adding more than
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one factors improves the security of authentication process
but the login process becomes lengthy [10] as a result usage
of multiple factors for authentication is limited.

Due to security and memorability issues in traditional
textual password scheme, researchers have proposed many
graphical password schemes [11,12]; some schemes are more
secure while other schemes are easy to use. Relatively secure
graphical password schemes have usability issues such as
long authentication time and high input error rate, and
they are difficult to learn. Easy-to-use graphical password
schemes have many security issues such as low password
space, and in most cases passwords are easy to observe from
the login screen.

Many knowledge-based authentication schemes are pro-
posed for replacing textual password scheme. Researchers
have proposed many evaluation models and guidelines for
analyzing the schemes. One of the main weaknesses of
the evaluation models is that their evaluation process is
often ambiguous, i.e., evaluators find difficulty in correctly
assigning values to parameters of the models. For exam-
ple, in evaluation model proposed by Mihajlov et al. [13],
an evaluator has the option to select a value from the ten-
point scale (0.0 to 1.0) for the parameter “convenience.”
In this model, the correct values are difficult to assign
because the model does not provide clear definitions for
all the scale points. Another issue with the evaluation mod-
els is that their analysis results do not clearly indicate the
idea about strengths and weaknesses which exist in the
schemes.

In this paper, an evaluation model (TQ-Model) is pro-
posed for knowledge-based authentication schemes. In the
proposed model, evaluation is done on the basis of different
parameters. The evaluation process is simplified by defining
criteria for assigning values to the parameters. Furthermore,
TQ-Model is compared with two existing evaluation mod-
els, to highlight advantages of TQ-Model against the existing
models.

The remaining paper is divided into seven sections. In
Sect. 2, graphical password schemes and evaluation models
are discussed. TQ-Model is explained in Sect. 3. In Sect. 4,
PCCP scheme is analyzed with different evaluation mod-
els. Analysis of famous authentication schemes is given
through the TQ-Model in Sect. 5. Limitations of the TQ-
Model are discussed in Sect. 6. Finally, conclusion is given
in Sect. 7.

2 Literature Review

This section consists of two parts. In the first part, famous
graphical password schemes are described, whereas in the
second part, evaluation models for authentication schemes
are discussed.

2.1 Graphical Password Schemes

In textual password scheme, the passwords consist of
alphanumeric characters, while in graphical password
schemes, the passwords consist of graphical elements such
as pictures, lines or some points inside a screen. The graph-
ical password schemes which use pictures as password are
called recognition-based schemes. The schemes which use
linesas passwords are called pure recall-based schemes while
the schemes which use points as passwords are called cued
recall-based schemes. Some graphical password schemes use
combination of two or more types of passwords. For example,
in GOTPass (graphical one-time password) scheme pass-
words consist of pictures and lines.

Jermyn et al. [14] proposed a pure recall-based graphi-
cal password scheme known as DAS (draw-a-secret). In this
scheme, a password consists of some lines inside a blank
grid-based login screen. For authentication, users need to
redraw the password lines in the login screen. This scheme is
not resilient to shoulder surfing and spyware attacks because
the passwords can be easily viewed and recorded from the
login screen. A variation in the DAS scheme was proposed
by Google in Android operating system known as Android
unlock scheme [15]. In this scheme, passwords consist of
some lines inside a 3 * 3 grid-based login screen. In this
scheme, small amount of time is required for authentication
but it has same security issues that exist in the DAS scheme
[15].

Dunphy et al. [16] added background image in the grid-
based login screen for improving password memorability.
This new scheme is called as background DAS (BDAS). This
scheme has memorability advantages but the passwords can
be viewed and recorded from the login screen; therefore,
BDAS scheme is also weak with respect to shoulder surfing
and spyware attacks.

A graphical password scheme introduced by Microsoft
in Windows 8 operating system is known as picture gesture
authentication (PGA) [17]. In this scheme, the passwords
consist of lines, circles or some points inside a picture. Users
can set their own background picture for the login screen.
This scheme provides large password space but it suffers
from hot spot and shoulder surfing attacks.

Passface scheme [18] is a recognition-based graphical
password scheme. In this scheme, 45 images are presented
in five screens for password selection. Each screen contains
nine images of human facesina3* 3 grid-based login screen.
A user has to correctly select one password image from each
of the screen. This scheme has low password space as a result
guessability attacks can be applied.

Wiedenbeck et al. [11] proposed a recognition-based
graphical password scheme known as CHC (convex hull
click). In this scheme, hundreds of icons are shown on the
registration screen from which password images are selected.



For authentication, users need to click on a logical trian-
gle formed by the password icons inside the login screen.
Authentication process consists of multiple rounds of pass-
word selection; therefore, mean authentication time of the
CHC scheme is more than one minute.

Shankara et al. [19] proposed a graphical password
scheme for smartphones. In this scheme, a password consists
of different images along with the time duration recorded
during each image selection. For login, a user holds the same
image buttons for the same time duration which was selected
during the time of password selection. The time duration
allocated for selecting an image is difficult to recognize by
attackers but users also face the same difficulty for authenti-
cation.

Chakraborty et al. [20] proposed an authentication scheme
for smartphones. Passwords of this scheme consist of cap-
ital alphabets and numbers. For authentication, a user has
to correctly select alphabets or numbers of the password,
depending upon the challenge received from the audio sig-
nals. This scheme resists online security attacks such as
shoulder surfing and multiple recording attacks but it is
weak against brute-force and dictionary attacks because this
scheme provides only 36 elements for password creation.

2.2 Evaluation Models

For analysis of the authentication schemes, researchers have
proposed different evaluation models or frameworks. In this
section, these evaluation models are discussed.

Bonneau et al. [21] suggested a framework or evaluation
model for user authentication schemes. In this framework, a
list of features is identified with respect to security, usability
and deployability. Evaluation is done by identifying status of
all the features, i.e., whether a feature is fully implemented,
semi-implemented or not implemented.

Mihajlov et al. [13] suggested a conceptual framework
or evaluation model for security and usability evaluation of
graphical password schemes. In the suggested framework,
areas for evaluation are highlighted and the rating is given to
each area or feature from “0” to “1.” The “0” rating shows
a feature has a high level of deficiency while a rating of “1”
shows no deficiency. In the proposed framework, quantifica-
tion process is very ambiguous, and the evaluator may get
different values on each evaluation session.

English and Poet [22] proposed a hierarchical model for
the security evaluation of recognition-based graphical pass-
word schemes. In this model, hierarchies of different security
attacks are defined. Evaluation is done by mapping a user
scheme with the identified hierarchies. The model only deals
with the security of recognition-based graphical password
schemes, whereas other categories of graphical passwords
are missing. Usability and memaorability areas of user authen-
tication schemes are also missing in the model.

Khodadadi et al. [23] highlighted the attributes for ana-
lyzing security and usability of recognition-based graphical
password schemes. However, authors have not defined any
method for quantification of the attributes. Also, they did
not present attributes for recall-based and hybrid graphical
password schemes.

Lashkari et al. [24] identified usability and security
features for analyzing user authentication schemes. The
researchers have provided a comparison of different recall-
based graphical password schemes, based upon the identified
features. The comparison is given through expert judgment,
and only two level of rating is used for evaluation. With the
help of identified features, a detailed level evaluation cannot
be made for the authentication schemes.

Renaud [25] proposed a quantification model for analyz-
ing the quality of web-based user authentication schemes.
In this model, features or concerns are identified along with
rating values. For evaluation, values need to be assigned to
the features depending upon the performance of a scheme.
In the proposed model, assigning correct values is a difficult
task because no clear definition is given for selecting a value.

Velasquez et al. [26] proposed an evaluation frame- work
called Kontun to select an authentication category for a
specific application. In this framework, an authen-
tication technique (knowledge-based, biometric or token-
based) is identified which is suitable for a specific scenario.
Knowledge-based authentication techniques require a pass-
word for authentication which may be graphical or alphanu-
merical. Biometric techniques use physical characteristics of
auser for authentication, and token-based techniques require
some hardware for authentication. This framework is easy to
use but it only identifies one category of authentication tech-
nique, suitable for a particular application. This framework
does not help in selecting an authentication scheme such as
PGA, Android unlock and Passface.

Still et al. [27] proposed six usability guidelines for
authentication schemes. These guidelines can help inimprov-
ing the usability of the schemes. However, in authentication,
security and usability have some conflicting requirements.
Therefore, only utilizing usability guidelines may negatively
affect security.

Evaluation models or frameworks have different strengths
and weaknesses. Some evaluation models do not completely
evaluate the authentication schemes such as Still’s model
[27]. In some models, it is difficult to assign values to the
parameters such as Mihajlov’s model [13], while results of
some evaluation models do not give a clear understanding
about the performance of the schemes such as Bonneau’s
model [21]. In TQ-Model, these issues are solved by giving a
simple quantitative approach for analyzing the authentication
schemes.



3 TQ-Model

In TQ-Model, traditional textual password scheme is taken
as a base for analyzing the knowledge-based authentication
schemes. The reason for this approach is that all the authen-
tication schemes are designed to solve the weaknesses of
traditional textual password scheme.

TQ-Model contains 28 parameters for evaluation. The
parameters cover security, usability and memorability aspects
of an authentication scheme. Security parameters are derived
from those aspects, which are exploited by various pass-
word security attacks [28]. For example, brute-force attack
uses all password combinations or password space to break
password. Therefore, “password space” is set as a security
parameter of the model. Users’ behavior of selecting the pass-
words also creates security risks from different attacks [29]
such as dictionary attack. In order to highlight this issue, the
TQ-Model contains a parameter called “educated password
guessing.” Similarly, passwords can be recorded or observed
from login screens [30]; therefore, for measuring security of
password insertion process, the parameters such as “pass-
word visibility” and “password logging” are added into the
model.

Usability parameters of the TQ-Model can be divided into
two categories. One category of parameters is quantitative
nature [31] such as mean login time and mean registra-
tion time, and another category of parameters is qualitative
nature such as graphical design and mental effort. Quantita-
tive parameters are derived from the usability performance
of textual password scheme, while qualitative parameters are
mostly derived from usability heuristics [32] and usability
evaluation methods [21]. However, in case of memorability
aspect of the TQ-Model, all the parameters are derived from
the field of human memory [33,34].

Evaluation is done by assigning a score or rating to each of
the parameter of TQ-Model. Block diagram of the evaluation
process is shown in Fig. 1.

The ratings are given on the basis of some criteria which
are listed in Tables 1, 2 and 3. Criteria for all the param-
eters are set on the basis of traditional textual password
scheme. When performance of a scheme appears within the
range of textual password scheme, then zero or base rating
is given. A positive rating is given when the performance is
better than textual password scheme, while negative score
is assigned when the performance is weaker than textual
password scheme. Criteria for assigning scores are defined
inside the model in order to minimize ambiguities of assign-
ing scores. Security parameters of TQ-Model are explained
in the following section.
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Fig. 1 Evaluation process

3.1 Security Parametersof TQ-Model

In Table 1, security parameters are listed along with criteria of
different ratings. All the security parameters and their criteria
for assigning scores are discussed here in detail.

3.1.1 Password Space

The password space needs to be high in order to improve
security against guessability attacks. The password space
depends upon the number of elements provided by an authen-
tication scheme for password creation. Base rating for this
parameter is set from 80 and 110 elements. This range
is selected because textual password scheme contains 95
alphanumeric characters for password creation [35]; sub-
tracting and adding 15 elements in the textual passwords
range (95) will give the numbers 80 and 110, respectively. All
the schemes which contain 80 to 110 elements will require
almost same effort for password guessing as in traditional
textual password scheme. Table 1 gives range of different
ratings for this parameter.

3.1.2 Password Visibility

An attacker can view passwords through a camera recording
or by directly observing a login activity. In textual password
scheme, passwords can be viewed by recording a login ses-
sion but the passwords are difficultto view directly from login
screen without camera recording. Therefore, the base rating
is assigned to the authentication schemes where passwords
can be viewed through a camera recording but they cannot
be viewed directly from the login screen. Positive score is
assigned when passwords cannot be viewed through camera
recording of a login session.



Table 1 Security parameters

Parameter

Criteria Rating

Password space

Greater than 150 elements
From 111 to 150 elements
From 81 to 110 elements

From 51 to 80 elements -1
Less than 51 elements -2
Password visibility Cannot be viewed by camera recording
Can be viewed by camera recording 0
Can be viewed directly from login screen -1
Intersections required for password break Recordings of more than 50 login sessions are required for password break 3
From 26 to 50 login sessions required 2
Up to 25 login sessions are required 1
Single login session required 0
Educated password guessing Cues and password dictionaries are not available for password guessing 1
No cues available for guessing 0

Cues available for guessing -1

Password logging Passwords cannot be captured by keystroke or mouse loggers 1
Passwords can be captured by keystroke or mouse loggers 0
Password sharing Very difficult to write passwords 2
Require some description for password writing 1
Passwords are easy to write 0
Password storage Passwords can be stored with hashing algorithms 0
Two-way encryption is required for password storage -1
Eavesdropping Actual passwords can be captured from a network or communication medium 0
Actual passwords cannot be captured from a network -1
Authentication factors Single
Two

More than two

3.1.3 IntersectionsRequiredforPasswordBreak

Intextual password scheme, single recording of asingle login
session is enough for password capture because one-to-one
mapping exists between key press and a password element
selection. However, in some user authentication schemes, a
password is captured after recording multiple login sessions
such as CHC scheme [11]. The schemes which require large
number of recordings or intersections are considered to be
strong against observability attacks. Base or zero rating for
this parameter is assigned when information of single login
session is enough for password capture. A positive rating
is given to the schemes where recordings of more than one
login session are required for capturing a password.

3.1.4 Educated Password Guessing

A password may be guessed by using profile information
of a user such as name, date of birth or favorite items. In

recognition-based graphical password schemes, culturally
familiar or attractive pictures have more chances of selection
for the passwords [36]. The attacker may exploit the cues
such as attractiveness, race or culture of a user for guess-
ing a password. Abstract art pictures provide better security
against educated guessing attack [37] because these pictures
do not provide cues for educated password guessing attacks.
In textual password scheme, passwords are difficult to
guess by profile information of a user. However, some textual
passwords may be guessed by utilizing password dictionar-
ies. Therefore, the base rating is assigned to the schemes
where user profile information does not provide any cue for
password guessing but small chances exist with dictionary
attacks.

3.1.5 Password Logging

Spyware applications send authentication information to
an attacker without consent of a user. In textual



Table 2 Usability parameters

Parameter Criteria Rating
Mean registration time Less than 11 seconds 1
From 11 to 20 seconds 0
From 21 to 40 seconds -1
From 41 to 60 seconds -2
Greater than 60 seconds -3
Mean login time Less than 6 seconds 1
From 6 to 10 seconds 0
From 11 to 20 seconds -1
From 21 to 40 seconds -2
From 41 to 60 seconds -3
Greater than 60 seconds —4
Password input methodology Passwords are directly inserted 0
Passwords are indirectly inserted -1
Password input flexibility Passwords are inserted through keyboard or mouse 0
Either keyboard or mouse is used for password insertion -1
Physical effort No significant effort required 0
Require some effort -1
Mental effort No effort required 0
Require some effort for password element searching -1
High-level effort required for password element searching or insertion -2
Requirements for execution Hardware and software not required 0
Softwarerequired -1
Hardware required -2
Both hardware and software required -3
Effect of human disabilities No effect of common disabilities 0
Have effect of common disabilities -1
Size of assets Less than 100 kb 0
From 101 kb to 500 kb -1
Greater than 500 kb -2
Internal processing No significant processing required 0
Highprocessing required -1
Applicability Execute smoothly on every kind of device 0
Cannot execute smoothly on every kind of device -1
Designed for specific category of devices -2
Learnability Easy 0
Moderate -1
Difficult -2
Graphical design Pleasant 1
Average 0
Dull -1

password scheme, passwords can be recorded by keystroke
loggers because exact password characters are inserted
into a password field. Base rating for this parameter is
given to the schemes where actual password elements
are inserted into a password field or one-to-one mapping
exists between one user action (keypress or mouse click)

and a password element selection. A positive rating is
given to the schemes where one-to-one mapping does not
exist.



Table 3 Memorability parameters

Parameter Criteria Rating
Freedom of password selection Users can upload pictures 2
Wide range of options present 1
Users cannot upload pictures 0
Pictures type (for recognition-based schemes) Pictures contain common objects and presentation is also good 1
Pictures contain common objects but presentation is not good 0
Pictures contain unknown objects -1
Pictures contain unknown objects and presentation is also weak 2
Pictures type (for recall-based schemes) Objects inside a picture are familiar and well placed
Objects inside a picture are familiar but not well placed
INU DacKkygrouriu picuwre Is useu -1
Objects inside a picture are unknown and not well placed -2
Minimum password length Less than 6
From 6 to 8 elements 0
FIoImm v 1o 1L£ eIerneris -1
Greater than 12 elements -2
Password selection rules No restriction 2
One restriction
Two restrictions 0
More than two restrictions -1
Order Not required
Required
Password elements Fixed
Depend upon configuration -1
Variable -2

3.1.6 Password Sharing

Textual passwords can be easily verbalized or written into a
text file. The password file can be hacked or unintentionally
shared with the attacker. Base rating for this parameter is
given to the schemes where passwords can be easily written.
A positive rating is given to the schemes where password
elements are difficult to describe or write. For example,
graphical password elements such as pictures or locations
inside a picture are difficult to write or verbalize; therefore,
unintentional password sharing is less in such type of pass-
words.

3.1.7 Password Storage

Information can be security with hashing or two-way encryp-
tion. For a password storage, hashing is more secure because
hashed passwords are difficult to guess. Textual passwords
can be stored with hashing, while there are some schemes
where passwords need to be stored with two-way encryption.
Base rating is given in the parameter when a scheme allows
passwords to be stored with hashing, while negative rating

is given when a scheme only allows two-way encryption for
password storage.

3.1.8 Eavesdropping

In client server scenario, a password moves across differ-
ent networks to reach on a server. If real password elements
move within the communication channels, then chances of
password capture increase. Therefore, it is better for ascheme
to use encrypted or one-time password for authentication. In
textual password scheme, password characters move across a
network; therefore, base rating is given to the schemes where
exact password elementsmovesinacommunication channel.

3.1.9 Authentication Factors

In textual password scheme, a user is authenticated when
required information (password) is provided. Authentication
process can be more secured by adding more factors along
with a password. For example, along with a password, a code
may be required for authentication which may be received
in cell phone. As single factor is required in traditional tex-



tual password scheme, therefore base rating is given to the
schemes where single factor is enough for authentication.

3.2 Usability Parametersof TQ-Model

Generally, graphical password schemes are weaker than tex-
tual password scheme with respect to usability. Only Android
unlock scheme provides better usability than textual pass-
word scheme in the domain of smartphones. The usability
parameters and evaluation criteria are presented in Table 2.
Usability parameters of the TQ-Model and criteria for assign-
ing score are discussed here.

3.2.1 Registration Time

In textual password scheme, a very short amount of time is
required for password registration. However, most graphical
password schemes have a complex method of password reg-
istration, which may take more than one minute. Base rating
for this parameter is given when registration time is up to 20
seconds, whereas negative rating is given when more than 20
seconds are required for password registration.

3.2.2 LoginTime

Login time is very important with respect to the usability
of an authentication scheme. In different knowledge-based
authentication schemes, login time varies from few seconds
to a couple of minutes. In textual password scheme, the range
of login time is generally between 5 and 10 s. Therefore, the
base rating is given when average login time is up to 10 s,
whereas negative rating is given when average login time is
more than ten seconds.

3.2.3 Password Input Methodology

Passwords are indirectly inserted into a login screen in order
to improve the security of passwords from online attacks. For
example, in cognitive authentication schemes [38] users do
not need to click on password icons but they have to select a
path which indirectly represents a password image. Although
password security improves when passwords are indirectly
inserted, this approach has usability disadvantages such as
long authentication time and reduction of password input
accuracy.

In textual password scheme, passwords are directly
inserted into a password field. Therefore, the base rating is
given to the authentication schemes where passwords are
directly inserted, i.e., users click or type exact password
elements.

3.2.4 Password Input Flexibility

Textual passwords can be easily inserted through keyboard or
mouse. This flexibility is also required in graphical password
schemes for ease of use. Base rating for this parameter is
given when authentication credentials can be easily given
through keyboard or mouse.

3.2.5 Physical Effort

In textual password scheme, users just need to type some
password characters, which do not require significant physi-
cal effort. However, graphical password schemes may require
some physical effort for password entry. For example, in
PCCP (persuasive cued click-points) scheme [39] users need
to select a password cell and click on the picture that appears
after selecting the cell. This process of password elements
selection is repeated multiple times; therefore, PCCP scheme
is weak with respect to physical effort. Base rating is given
to the schemes where selection of password elements does
not require any significant physical effort, whereas negative
rating is given when some physical effort is required for pass-
word selection.

3.2.6 Mental Effort

Authentication process becomes time consuming when pass-
word entry requires some computations or searching of the
password elements. For example, in CHC scheme [11] users
are required to search password elements from a list of one
thousand pictures, as a result more effort is required for
password image searching. Intextual password scheme, pass-
words are recalled from memory, which does not require any
mental effort except password recalling. Base rating is given
to the authentication schemes where mental effort is required
only for recalling the password elements.

3.2.7 Requirements forExecution

An authentication scheme may require a special hardware
or software for proper execution. The hardware or software
requirements may be at server side or client side. Textual
password scheme can execute in ordinary configuration sys-
tems; therefore, negative rating is given to the authentication
schemes which require some additional hardware or software
for execution, and base rating is given to the schemes where
such requirements do not exist.

3.2.8 EffectofHuman Disabilities

Human disabilities such as low eyesight or other old age
factors may hinder the authentication process; therefore, user
interface of an authentication scheme needs to be resilient to



such human disabilities. Textual password scheme does not
contain such limitations. Therefore, the base rating is given to
the authentication schemes where ordinary users can easily
complete the authentication tasks, whereas a negative rating
is assigned when the authentication process is difficult to
complete with any physical disability.

3.2.9 Size ofAssets

Traditional textual password scheme requires only two fields
for authentication which are username and password fields,
as a result small size of assets are required for login screen
generation. Graphical password schemes may require large
amount of assets for execution. Graphical password schemes
require some graphical elements such as pictures for exe-
cution. The large size of graphical assets (such as pictures,
CSS and JavaScript files) take some time to load authentica-
tion page, especially in the web-based environment, which
negatively affects the usability of an authentication scheme.
For example, Passface scheme [18] requires 45 images for
authentication process, which may increase page loading
time. Therefore, the base rating is given to the schemes where
small size of assets are required for authentication.

3.2.10 Processingfor Execution

Very small amount of processing is required in textual
password scheme for login screen generation and pass-
word matching. However, graphical password schemes may
require heavy processing for login screen generation or pass-
word matching. For example, 3D password scheme [40]
requires a large amount of processing for password screen
generation. For this parameter, the base rating is given when
low processing is required for execution of the schemes.

3.2.11 Applicability

Textual password scheme can be easily used with any kind
of device (desktop, mobile, etc) and environment. However,
graphical password schemes may be difficult to execute after
changing device or screen dimensions. For example, in CHC
scheme one thousand password icons are recommended for
authentication process and the large number of icons is not
suitable for smartphone screen.

3.2.12 Learnability

New processes require some time for understanding. Authen-
tication schemes become easy to learn when frequently used
techniques or approaches are used for different authentica-
tion processes. A completely new authentication techniques
are difficult to learn. Therefore, base rating for this parameter
depends upon familiarity of the authentication process.

3.2.13 Graphical Design

Authentication process becomes easy when a scheme pro-
vides aesthetically pleasant graphical design and contains
small number of steps for authentication. Rating for this
parameter is given on the basis of graphical look and feel
of an authentication scheme.

3.3 Memorability Parametersof TQ-Model

Authentication credentials are required to be remembered
in knowledge-based authentication schemes. In textual pass-
word scheme, a password consists of alphanumeric charac-
ters, while in graphical password schemes, visual elements
such as pictures or drawings are used for apassword.

All the schemes where alphanumeric characters are used
as password elements will have equal memorability ratings
as in traditional textual password scheme. Therefore, the
TQ-Model contains memorability parameters for analyzing
graphical password schemes. All the parameters are given
in Table 3. Memorability parameters of the TQ-Model and
criteria for assigning score are discussed here.

3.3.1 Freedom ofPassword Selection

In textual password scheme, users are allowed to create any
password from a limited set of alphanumeric characters,
while in graphical passwords, a large number of images can
be used for password selection or users may be allowed to
upload their password pictures. Freedom of password selec-
tion has positive effect on password memorability.

3.3.2 Pictures Type

Memory cues help in long-term memorization of informa-
tion [41]. In textual passwords, only cognitive cues can be
used for password memorization, such as a name of a per-
son. Graphical passwords contain both visual and cognitive
cues such as birth date and picture as a password element.
Therefore, graphical passwords are generally easy to remem-
ber than textual passwords. However, a poor presentation
or selection of pictures can eliminate the picture superiority
effect [42]. Recognition-based graphical password schemes
are fundamentally different from recall-based graphical pass-
word schemes. In such schemes, users have to correctly
identify their password pictures, whereas in recall-based
graphical password schemes, password elements (points or
lines) need to be recalled. Therefore, criteria for the parame-
ter “pictures type” are separately presented in the TQ-Model
as shown in Table 3.



3.3.3 Minimum Password Length

Generally, minimum length of eight alphanumeric charac-
ters is followed in textual password scheme. The rating for
this parameter for graphical password schemes can be given
according to the textual password scheme. Criteria for this
parameter are given in Table 3.

3.3.4 Password Selection Rules

Users can create a password from an available set of pass-
word elements (alphanumeric character or pictures) but they
are restricted to set a certain kind of passwords in order to
improve the password security. In textual passwords, users
are restricted to select passwords from at least two categories
such as small alphabets and numbers. Therefore, restrictions
for password setting need to be such that passwords can be
easily memorized.

3.3.5 Order

In textual password scheme, order of password characters is
important, i.e., a user needs to enter password in the order in
which password was registered. For memorability perspec-
tive, orderly recalling password elements may require extra
effort. Therefore, rating “1” will be given for the authentica-
tion schemes where order is not important.

3.3.6 Password Elements

Separate passwords for different accounts are difficult to
memorize; therefore, users generally set same or similar pass-
words in different accounts. Although setting same password
in different accounts has security weakness, it decreases cog-
nitive load on users for password memorization. For allowing
a user to set same password across different implementations
of an authentication scheme, a fixed set of password ele-
ments are required. In textual password scheme, a fixed set

of password elements are used; therefore, rating “0” is given
to all the authentication schemes where password elements
are standardized or fixed.

4 Analysis of PCCP Scheme with
Different Evaluation Models

In this section, PCCP (persuasive cued click-points) scheme
[39] has been analyzed by three evaluation models that
include TQ-Model, Bonneau’s model [21] and Mihajlov’s
model [13]. The analysis has been conducted to find out
the strengths and weaknesses of all the evaluation mod-
els. The reason for selecting Bonneau’s and Mihajlov’s
model along with TQ-Model is that they provide complete

analysis of the authentication schemes. Rest of the models
either contain limited features for evaluation or they evalu-
ate single category of authentication schemes. For example,
the evaluation model proposed by English and Poet [22]
only evaluates security aspect of recognition-based graphi-
cal password schemes. However, usability and memorability
evaluation features are missing from the model.

4.1 AnalysisofPCCP Schemewith Bonneau’s Model

In Bonneau’s evaluation model, different parameters are
defined for analyzing security, usability and deployability
aspects of an authentication scheme. The model works on
the idea whether an authentication scheme offers benefits
or not with respect to the defined parameters. Evaluation is
done by mentioning, whether the parameters are fully imple-
mented, quasi (little bit) implemented or not implemented in
an authentication scheme (such as PCCP scheme). Tables4, 5
and 6 show the analysis of PCCP scheme with respect to Bon-
neau’s model.

Table4 Security evaluation of PCCP scheme with Bonneau’s model

Parameter Ratimyg

Resilient to physical observation
Resilient to targeted impersonation
Resilient to throttled guessing
Resilient to unthrottled guessing
Resilient to internal observation

Not implemented
Fully implemented
Quasi implemented
Not implemented
Not implemented

Resilient to leaks from other verifiers Not implemented

Resilient to phishing Implemented
Resilient to theft Quasi implemented
No trusted third party Implemented
Requiring explicit consent Implemented
Unlinkable Implemented

Table5 Usability evaluation of PCCP scheme with Bonneau’s model
Parameter Rating

Memorywise effortless
Scalable for users

Not implemented
Not implemented

Nothing to carry Implemented
Physically effortless Not implemented
Easy to learn Implemented

Efficient to use
Infrequent errors
Easy recovery from loss

Quasi implemented
Quasi implemented
Implemented




Tat()jlel 6 Deployability evaluation of PCCP scheme with Bonneau’s
moae

Parameter Rating
Accessible Not implemented
Scalable for users Not implemented
Negligible cost per user Implemented
Server compatible Not implemented
Browser compatible Implemented
Mature Not implemented
Non-proprietary Implemented
Tele ] ooy viatonl Paramee
model
Secrecy 0.22
Abundance 0.66
Revelation 0.33
Privacy 1
Breakability 0.75
Table 8 Usability evaluation of
PCCP scheme with Mihajlov’s Parameter Rating
model .
Processing depth 0.34
Meaningful retrieval 0.75
Requirements 0.67
Convenience 0.4
Inclusivity 0.85

4.2 AnalysisofPCCPschemewithMihajlov’sModel

In Mihajlov’s evaluation model, different parameters are
defined for analyzing security and usability dimensions of
the authentication schemes, while memorability is consid-
ered to be a part of usability. Evaluation is done by assigning
different scores according to the scale defined in the model.
Tables 7 and 8 show the analysis of PCCP scheme with
respect to Mihajlov’s model.

4.3 AnalysisofPCCPschemewithTQ-Model

In TQ-Model, the authentication schemes are analyzed on
the basis of different parameters related to security, usability
and memorability. Evaluation is done by assigning ratings to
the parameters. Tables 9, 10 and 11 show the analysis results
of PCCP scheme with respect to TQ-Model.

4.4 Analysisofthe Evaluation Models
Evaluation process is easy in Bonneau’s model as it con-

tains a scale with only three values (fully implemented, quasi
implemented and not implemented). However, it is difficult

Table 9 Security evaluation of PCCP scheme with TQ-Model

Parameter Rating
Password space -2
Password visibility -1
Intersections required for password break

Educated password guessing

Password logging

Password sharing 2
Password storage -1
Eavesdropping -1
Authentication factors 0

Table10 Usability evaluation of PCCP scheme with TQ-Model

Parameter Ratimyg
Meanregistrationtime -2
Mean login time -1
Password input methodology 0
Password input flexibility -1
Physical effort -1
Mental effort -1
Requirements for execution -2
Effect of human disabilities -1
Size of assets -2
Internal processing 0
Applicability -1
Learnability -1
Graphical design 0

Table 11 Memorability evaluation of PCCP scheme with TQ-Model
Parameter

Rating

Freedom of password selection
Pictures type

Minimum password length
Password selection rules
Order

Password elements

o O O O+~ O

to know a detailed analysis of an authentication scheme in the
Bonneau’s model. For example, evaluation result shows that
PCCP scheme does not implement the parameter “resilient
to unthrottled guessing” (as given in Table 4), but this rating
does not indicate how much weak PCCP scheme is against
“resilient to unthrottled guessing.”

Mihajlov’s model is difficult to implement, and similarly,
evaluation results are also difficult to understand. For exam-
ple, in order to rate usability parameter “processing depth” an
evaluator hastorate three sub-parameterswhichare cognitive



Table 12 Comparison of the evaluation models

Parameter TQ-Model

Bonneau’s model Mihajlov’s model

Evaluation parameters Security, usability and memorability

Total parameters 28

Rating level 2t06
Rating scale Numerical
Ambiguity of evaluation Small
Evaluation process Easy

Detailed
Yes (with textual password scheme)

Evaluation result
Comparative result

Security, usability and deployability Security and usability

25 10

3 Level is not fixed
Descriptive Numerical

Small High

Easy Difficult
Summarized Summarized

No No

effort, visual effort and rehearsal effort. It is quite possible
that a wrong input may be given, as there is no clear defini-
tion of selecting a value. Evaluation results are also difficult
to interpret because the results are presented in summarized
format.

The authentication schemes can be easily evaluated
through TQ-Model because criteria of the rating are defined.
For example, in PCCP scheme “-2” rating is given to the
parameter “mean registration time” because average registra-
tion time for the PCCP scheme is 50.7 s which is equivalent
to “2” rating of the TQ-Model as given in Table 2. This
rating clearly indicates that password registration process of
PCCP scheme is very difficult in comparison with traditional
textual password scheme.

Comparison of TQ-Model, Bonneau’s model and Miha-
jlov’s model is given in Table 12.

5 Evaluation of Different
Authentication Schemes with TQ-
Model

In this section, three authentication schemes are compared
with the traditional textual password scheme with the help
of the TQ-Model. The schemes are Android unlock scheme
[15], picture gesture authentication (PGA) [17] and Passface
scheme [18].

For the evaluation, all the schemes are analyzed against
each parameter defined inside the model. The data for the
schemes are extracted from literature review. The ratings for
the parameters are given according to the extracted data. For
example, anumber of elements are considered before allocat-
ing a score for the parameter “password space.” In the PGA
scheme, rating “+2” is given for the parameter “password
space” as shown in Fig. 2. This rating is given according to
the scale given in Table 1. Any scheme if contains more than
150 elements will be given rating “+2.” The PGA scheme
contains more than 150 elements; therefore, this rating (+2)
is given. Similarly, “=2” rating is given for both Android
unlock and Passface scheme as they contain less than 51

elements for password creation. Usability and memorability
evaluation is also done after considering all the features of
the schemes against the parameters of the TQ-Model.

Security evaluation of all these schemes is presented in
Fig. 2. The results show that PGA scheme is more secure than
Android unlock and Passface scheme because this scheme
has received the highest cumulative score against the security
parameters.

Usability evaluation is shown in Fig. 3. Results show that
Android unlock scheme is better than PGA and Passface
scheme because it provides better performance against dif-
ferent usability parameters of the TQ-Model. PGA scheme
is weakest among all the schemes as shown in Fig. 3.

Password memorability evaluation of all the schemes is
shown in Fig. 4. Results show that overall performance of
PGA scheme is better than other schemes with respect to
memorability because most numbers of positive scores are
assigned to this scheme.

By applying the evaluation process of TQ-Model, overall
quality of the authentication schemes is shown in Fig. 5.
Results show that PGA scheme is better than Android and
Passface scheme with respect to security and memorability
because it gets more quality points (3 in security and 4 in
memorability). However, in case of usability PGA scheme is
very weak among all the schemes because it has got 10~
points. With respect to usability, Android unlock scheme is
better than other schemes.

6 Discussion

The finding of the proposed model is that it gives quan-
titative results same as other evaluation models, but the
evaluation results of the TQ-Model are easy to understand
as they are presented in comparison with traditional tex-
tual password scheme. Additionally, TQ-Model individually
highlights strong and weak aspects of the authentication
schemes by using different parameters. The implication of
proposed model opens, for further research in the category
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of graphical passwords related to shoulder surfing attacks
which are based on observability. Therefore, further research
needs to be done in the area of observability of the schemes.

Authentication systems use different typesof credentials
for identifying the users. These credentials may be in the
form of some information (password), physical characteris-
tics of a user or some hardware. The TQ-Model is limited for

the systems which use some information for authentication.
Further research is required in other categories of the login
credentials.

Current password creation policies of textual passwords
are taken as standard for setting base ratings in the TQ-Model.
However, the base ratings can be updated when password
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setting policies of traditional textual password scheme
change in future.

In the proposed model, there are some parameters which
are qualitative by nature. Humans may have different per-
ceptions for understanding things of qualitative nature.
Therefore, the evaluator may provide slightly different val-
ues for qualitative parameters. However, this difference of
input may not affect the overall evaluation result as shown in
Fig. 5.

bv)
&
&

7 Conclusion

The main research problem as discussed in this paper is
related to target the evaluation of different authentication
schemes. Presently, no standard authentication scheme has
been proposed; therefore, research is ongoing in the field
of authentication. The evaluation models are important in
analyzing efficiency of different authentication schemes.
However, the current evaluation models are either difficult
to use or their analysis results are difficult to interpret.

To overcome the above-mentioned issue, TQ-Model is
proposed in this paper. In TQ-Model, the evaluation pro-
cess is simplified as shown in the comparative study between
TQ-Model and other evaluation models as given in Sect. 4.
Evaluation results of TQ-Model are also easy to under-
stand because all the evaluation results are presented in
comparison with the traditional textual password scheme.
TQ-Model is also helpful for identifying causes of failure
in old authentication schemes. New authentication schemes
can be pre-examined for identifying their weaknesses before
going into public.

The TQ-Model is helpful in analyzing knowledge-based
authentication schemes. Future research is required to develop
an evaluation model which helps in analyzing token-based or
biometric authentication techniques schemes. Although tex-
tual password scheme has been extensively used in academia
and industry, this research will help both communities to get
awareness about the possible weaknesses that exist in the
current authentication systems.
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