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Ethereum (ETH) is a popular Layer-1 blockchain platform that has been used to
create decentralized applications (dApps) and smart contracts. Ethereum 2.0, or
Serenity, is a significant update to the network that intends to address numerous
issues with scalability, security, and energy efficiency. The Proof-of-Stake (PoS)
consensus method will replace the Proof-of-Work (PoW) mechanism, which is
one of the major new features of Ethereum 2.0. Given that PoS doesn't require
miners to do intensive mathematical calculations in order to validate transactions,
it has the potential to be more energy-efficient than PoW. Additionally, this
Ethereum upgrade will also be more secure due to the introduction of a new
mechanism called “Casper” that will ensure that validators are always in agreement
on the state of the blockchain. The paper begins by discussing the current issues
facing Ethereum, including the limitations of the Proof of Work (PoW) consensus
mechanism and the need for more efficient and scalable solutions. In this study,
we peered at the major changes introduced by Ethereum 2.0, such as the new
consensus method (Proof-of-Stake) and the addition of shard chains (Ethereum
2.0), as well as the associated development timelines, benefits and the community
criticism on this upgrade.
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1 Introduction

Blockchain is a distributed, digital ledger that records network-wide transactions. It is the
technology that underpins cryptocurrencies such as Bitcoin, but it has the potential to be
utilised for a wide range of other applications (Ali Syed et al., 2019). A crucial characteristic
of blockchain is its security and privacy. Security is a fundamental component of blockchain
technology. The fact that each block in a blockchain contains a cryptographic hash of the
preceding block as well as a timestamp makes it exceedingly difficult to alter the data
contained in the blockchain. Furthermore, transactions on a blockchain network are
validated by several nodes, making it even more difficult to modify or falsify data (Asif
et al., 2021; Bhutta et al., 2021).

Additionally, privacy is a key component of blockchain technology. Only the members
participate in a transaction may access the parameters of a blockchain transaction. Smart
contracts may be used to establish private, permissioned blockchains that are only available
to authorised parties, so enhancing privacy even further (Lin et al., 2021). One of the most
potential applications of blockchain technology is supply chain management. Companies
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may construct a transparent and tamper-proof record of the
movement of products from the point of origin to the point of
sale using blockchain technology (He et al, 2020). This may
promote trust and eliminate fraud in supply chains, as well as
increase efficiency and save costs. Using blockchain technology in
voting systems to make the process more safe and transparent is
another possible application (Wang et al., 2020).

Bitcoin and Ethereum, among others, rely on the underlying
blockchain technology. It is the backbone of digital currency,
ensuring safe and transparent exchanges that may operate
independently of any one governing body (Watorek et al.,, 2021).
Many people now consider cryptocurrencies as a legitimate kind of
digital cash, and these tokens are being used for everything from
online shopping to day trading. Digital currencies have also been
bought and held as a sort of alternative investment by many people.
Blockchain technology is central to cryptocurrencies, but its
applications go well beyond money transfers (Sabry et al., 2020).
Decentralized apps (dApps) built on the blockchain using
blockchain based smart contracts can be employed in a broad
variety of novel scenarios.

Bitcoin’s enormous transactional, trust, and security advantages
are offset by the actively resource-intensive design of its transaction
verification process, which now compromises our ability to survive
in a climate-dependent world (Truby, 2018). Indeed, Bitcoin mining
and transactions are an application of Blockchain technology that
makes inefficient use of scarce energy resources for a financial
activity at a time in human development when world
governments are scrambling to reduce energy consumption in
accordance with their climate change commitments under the
Paris Agreement and beyond to mitigate future climate change
implications (Truby et al, 2022). Policies and frameworks are
under-development but basic working technology of blockchain
is still power hungry and adding the significant amount of carbon
foot print. In the integration of blockchain, it is necessary to resolve
multiple issues. While some protocols aim to increase blockchain
throughput and reduce transaction confirmation latency, others aim
to reduce PoW’s energy consumption. Others concentrate on
enhancing the security of the blockchain (Xu et al., 2023).

Proof-of-work  (PoW)
blockchains like Bitcoin, are very energy-intensive to administer

consensus algorithms, used by
and secure. Powerful computers solving complicated mathematical
problems consume a lot of energy during the mining process
required to validate transactions and add them to the blockchain
(Ismail and Materwala, 2019). Bitcoin’s energy usage in 2020 is
predicted to reach roughly 121.36 TWh, or more than the total
annual energy consumption of nations like Argentina and the
Netherlands, according to the University of Cambridge’s Centre
for Alternative Finance (Schletz et al, 2020; Fernando and
Saravannan, 2021). As more miners join the network in pursuit
of rewards, the energy requirements of the Bitcoin network may rise,
according to some research. This is due to the fact that an increase in
the number of miners on a network results in an increase in the
complexity of the mathematical problems that must be solved in
order to authenticate transactions on the network.

Ethereum, the second biggest blockchain network in terms of
market capitalization (Chen et al, 2020), is now undergoing a
significant update known as Ethereum 2.0 or merge or “Serenity”
which intends to increase the network’s scalability, security, and
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energy efficiency. This review will summarise the upgrade that will
occur in phases, commencing with the transition from a proof-of-
work consensus method to a proof-of-stake algorithm. This action is
intended to significantly decrease the energy consumption of the
Ethereum network. Additionally, Ethereum 2.0 aims to increase
network scalability by employing a new technique known as shard
chains, which enables the parallel processing of transactions. This
update is anticipated to introduce numerous new opportunities to
the Ethereum network by the end of the second quarter of 2023. In
this review, we have discussed the specifics of this transformation. In
addition, we discussed the cutting-edge consensus algorithms, time
frame, technical features, implementation issues, and impediments
that the Ethereum community faces in preparation for this major
update.

2 Blockchain consensus algorithms

Proof-of-Work (PoW) is a method in which users, also known as
miners, compete to solve a difficult mathematical challenge to add a
new block to the blockchain. The first miner to solve the challenge is
awarded a certain amount of bitcoin tokens. Mining is the process of
solving the challenge, which needs a substantial amount of
(Lashkari and Musilek, 2021). This
computational activity ensures network security by making it

processing  power

harder for a single miner or group of miners to seize control of
the network. Nonetheless, mining may be quite energy-intensive
because to the computational processing required.

In order to add a new block to the blockchain, Proof-of-Stake
(PoS) is a technique in which users must demonstrate ownership of a
particular number of cryptocurrency tokens. Users are selected to
add a new block to the blockchain based on the quantity of tokens
they own and the period of time they have held them. This
procedure is known as “staking” In this method, the more tokens
an individual holds, the more “weight” they have in the network, and
the greater their likelihood of being selected to add a new block
(Lashkari and Musilek, 2021). This is due to the fact that users with
more tokens have a bigger “stake” in the network and are therefore
more driven to keep its security.

One of the primary benefits of PoS is that it consumes less energy
than PoW, as depicted in Figure 1. This is because it does not require
computational effort and hence uses less energy to operate (Lashkari
and Musilek, 2021). Furthermore, because users are picked to add a new
block based on the quantity of tokens they own, any single miner or
group of miners has a lower chance of seizing control of the network.
This might result in a more decentralised network. Proof of Stake also
has the advantage of being more adaptable than PoW. This is due to the
fact that users can stake their tokens in a variety of methods, such as
through a validator or a delegator. This provides for more network
diversity and can assist to make the network more robust to assaults.
There are other technologies available that are energy efficient like
IOTA, Solana and Hedera etc., but the market capitalization and
technological maturity of Ethereum is still on the top of the Layer-1
blockchains. In addition to Ethereum, we have alternatives such as
Cardano, a blockchain platform that employs a PoS consensus
mechanism. It seeks to provide a secure, scalable, and energy-
efficient infrastructure. Stellar, a blockchain-based platform designed
for quick and inexpensive transactions, is an additional well-established
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Energy consumption of Bitcoin, Ethereum based on proof-of-work (POW) and next generations of green Blockchains based on proof-of-

stake (POS).
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Network architecture of Ethereum (1.0 and 2.0) with merge data flow and timeline of the events.

framework. The Stellar Consensus Protocol (SCP), a federated
Byzantine agreement algorithm, is utilised. SCP is considered more
energy-efficient than PoW-based cryptocurrencies because it does not
require energy-intensive mining. Nano is another framework that
operates on the Block Lattice directed acyclic graph (DAG)
structure. It employs a consensus mechanism based on delegated
proof-of-stake  (dPoS),
Representatives selected by coin holders conduct nano-transactions,

which negates the need for miners.

resulting in minimal energy consumption.

3 Ethereum merge 2022

The fundamental reason for making the switch from PoW to
PoS is to address several long-term scalability and sustainability
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problems with the present PoW consensus process, which
Ethereum has been using up until now. PoS outperforms
PoW in several ways, including energy efficiency, scalability,
security, and cost (Cao et al, 2020). Additionally, PoS is
more acceptable to a wider audience because it does not need
sophisticated and expensive infrastructure. The Ethereum
community has been planning the switch from PoW to
PoS for quite some time, and much effort is being put in to
making the changeover as painless as possible for everyone
involved: users, developers, and miners (Lepore et al., 2020).
Being up-to-date on developments and innovations in the
blockchain and PoS space is crucial for researchers and
practitioners, as depicted in Figure 2. The exact timeline for
this Ethereum undergone several changes, but the current plan is
as follows:
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« Phase 0 (Beacon Chain): The Beacon Chain is the first phase of
the Ethereum 2.0 upgrade, which went live on 1 December
2020. It introduces a new PoS-based chain that will eventually

foundation for the rest of the Ethereum
This
who will be

serve as the
2.0 upgrade.
“validators”

phase introduces the concept of

responsible for validating
transactions and creating new blocks on the network. These
validators are chosen based on the amount of Ether they are
willing to “stake” as collateral. The Beacon Chain also includes
“shuftling”

centralization and to ensure that the network remains

a mechanism for validators to prevent
decentralized.

Phase 1 (Shard Chains): This phase is planned to introduce the
shard chains, which is a scaling solution for Ethereum 2.0 and

will allow the network to process more transactions in parallel.

Shard chains are smaller sub-networks that can process
transactions independently, but still maintain the same level
of security as the main chain. This phase will introduce
64 shard chains, which will greatly increase the network’s
overall capacity and allow for more complex and resource-
intensive dApps to be built on the Ethereum network.

Phase 1.5 (Merge Phase): This phase will consist of merging
the current Ethereum PoW chain with the Beacon Chain,
which will allow the existing Ethereum network to operate on
top of the new PoS chain. This phase will be a critical step in
the transition from PoW to PoS and will ensure a smooth
transition for users, developers, and miners.

Phase 2 (Execution Environments): This phase will introduce
new virtual machines that will allow for more advanced smart
contract execution and more efficient data storage. This phase
will introduce new features such as “eWASM” (Ethereum-
flavored WebAssembly) which will allow for more efficient
and powerful smart contract execution, as well as new data
structures such as “light clients” which will allow for more
efficient data storage.

It is important to note that modifications often involve making
substantial adjustments to the blockchain network’s underlying
both
In addition, the upgrading process might be

technology, which may be complicated and time-
consuming.
interrupted or delayed if bugs or other technical difficulties
develop. Another potential stumbling block to the upgrading
process is user acceptance of the new consensus method and
other network modifications (Pang, 2020). It can cause people to
stop contributing, which in turn makes the network less secure.
Potential security flaws in the upgraded network’s new consensus
mechanism or elsewhere in the system are only one example of the
dangers that might arise as a result of the upgrading process. There is
also the possibility that malicious actors will seek to use these flaws

to take over the network.

4 Current research updates

In this section, we have discussed active PoS related research and
development efforts. Various teams in the blockchain community
are developing and researching many new initiatives. The
blockchain and PoS fields are constantly evolving, and it is

Frontiers in Blockchain

10.3389/fbloc.2023.1151724

critical for practitioners and academics to remain up-to-date on
the latest advancements and breakthroughs. These research
advancements include not only the creation of adaptive PoS
algorithms, but also the effective utilisation of network resources,
i.e,, sharding (Liu et al, 2021). These research activities will be
summarised below.

Adaptive Proof of Stake (APoS) is a proposed consensus
mechanism that seeks to improve on conventional PoS systems
by dynamically adapting the difficulty of block validation based on
network conditions. This is meant to improve system efficiency and
security by minimising the possibility for centralization and
expanding the network’s validators (Gazi et al., 2019). Sharding
is a scalability option for blockchains that allows the network to be
divided into smaller sub-networks that can run in parallel. PoS is
seen to be a suitable fit for sharding because it improves system
security and scalability by distributing the validation process over
multiple validators (Yu et al., 2020). Researchers are investigating
how to utilise PoS to safeguard sharded blockchain systems,
including cross-shard communication and the use of economic
incentives to guarantee system security.

Staking pools and validator services let users to engage in PoS
networks and receive incentives for staking their cryptocurrencies
more effectively. Researchers are looking at ways to make these pools
and services more secure and decentralised by offering new methods
of selecting validators and increasing incentives for users to stake
their currencies (Kim et al., 2021). Researchers are also looking at
ways to make PoS networks more secure and resistant to assaults,
such as detecting and addressing potential vulnerabilities in the
consensus mechanism. This involves researching possible attack
vectors and developing new security measures to defend against
them, such as new cryptographic algorithms to encrypt network
communication and transactions.

5 Challenges and criticism on PoS

Following the successful first-phase update of the Ethereum
network, the community has had conflicting views to the new
consensus method. One of PoS’s greatest strengths is that it uses
energy very efficiently. According to the Ethereum Foundation, the
current Proof-of-Work system consumes roughly 5.13 gigawatts on
a continuous basis, whereas the Proof-of- Stake system consumes
only 2.62 MW, or about 99.95% less energy. The main criticisms of
the Ethereum PoS upgrade include concerns about centralization, as
a small number of large stakeholders, known as “whales,” may hold a
disproportionate amount of the network’s validating power.
Additionally, some critics argue lack of security, incentives and
fairness. Some the challenges and arguments are discussed as:

o Centralization: One of the main criticisms of PoS is that it can
lead to centralization, as users with more tokens will have a
greater influence on the network. This can result in a small
group of users controlling the majority of the tokens and
therefore, the majority of the power in the network.

o Wealth Concentration: PoS can also lead to wealth

concentration, as users who can afford to buy and hold a

large number of tokens will have a greater influence on the

network. This can result in a small group of wealthy users

frontiersin.org


https://www.frontiersin.org/journals/blockchain
https://www.frontiersin.org
https://doi.org/10.3389/fbloc.2023.1151724

Asif and Hassan

controlling the majority of the network and making it less
accessible to average users.

Security Concerns: Critics argue that PoS systems are less
secure than Proof of Work (POW) systems, as it is possible for
a group of users with a large amount of tokens to collude and
gain control of the network, making it more vulnerable to
attacks.

« Lack of Incentives: PoS systems can lack incentives for users to
validate transactions and secure the network, as they are not
rewarded for doing so. This can result in a lower level of
security and stability in the network.

Complexity: PoS systems can be more complex than POW
systems, which can make it difficult for average users to
understand and participate in the network.

o Lack of Fairness: Critics argue that PoS systems can be unfair
as it favors the ones that already have a significant amount of
coins, making it harder for new users to participate.

6 Future research directions

There are several areas of research that can be explored to
further improve PoS algorithms and address any potential
limitations. One area of research could focus on optimizing
PoS algorithms to improve their security and decentralization
properties while also reducing energy consumption (Gupta et al.,
2019). Another area of research could investigate the scalability
limitations of PoS algorithms and explore ways to address them
(Pang, 2020). Additionally, research could be conducted on how
to mitigate the risk of centralization in PoS algorithms and ensure
a fair distribution of validating power among network
participants. Another important area of research is to
investigate the performance of PoS consensus algorithms in
the presence of malicious actors and measures to prevent Sybil
attacks. In addition to technical aspects, there could be research
on the governance and decision-making implications of PoS
consensus algorithms. Furthermore, research could be done on
how to

integrate PoS algorithms with other emerging

technologies such as smart contracts and decentralized finance
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